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What is web Scraping?




What is web Scraping?

«  Web Scraping is defined here as using technology
tools for automatic extraction and organization of
data from the Web for the purpose of further
analysis of this data (Krotov and Tennyson 2018).

« ...scraping is often closer to an art than a science
and can take years of practice to master (Possler
et al. 2019).




Types of Data

«  Structured, semi-structured, and unstructured
gquantitative and qualitative data distributed in the
form of Web pages, HTML tables, Web databases,

emails, tweets, blog posts, etc.




Why Web Scraping?

. Overcoming the struggle to find data for research (Munzert
etal., 2015)

. provide social researchers with access to data that may
otherwise have been difficult or impossible to obtain

. [Web] data provides a granular and real-time representation
of numerous processes, relationships, and interactions in
the social space (Krotov & Tennyson, 2018).

. Post-API| age




A Simple Process

< Human Supervision >
{Website Analysis] » [ Website Crawling ] » [ Data Organization ]

Required Technical Knowledge

WWW Architecture, Programming (e.g. R or Programming(e.g. R or
HTML, CSS, XML, Python), Web Scraping Python), File Formats (e.g.
XBRL, Web Databases Libraries (e.g. rvest in R Excel, CSV), NLP Libraries
or Beautiful Soup in (e.g. tm package in R),
Python) Databases

Figure 1: Web Scraping (Adapted from Krotov and Tennyson 2018)



Yes, tools exist!

. Most social scientists do not yet possess the skills to
evaluate, re-run, adapt web scraping code

. As trends like the “computational social science” movement
(Lazer et al. 2009) and cross-disciplinary collaboration
increase, this will change.

. “... proprietary software (e.g., NVivo's NCapture, Tweetreach,
Helium Scraper, Qualtrics) is less technically demanding,
these options do not tend to provide the researcher with the
same level of reach, flexibility, or transparency.” (Luscombe
etal,, 2022, p. 3)
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Libraries

A. Luscombe et al.

Table 2 Available web scraping libraries

Scraping library Programming Particulars
language
Requests Python Useful to acquire raw HTML of a page (static content)

Beautiful Soup

Lxml

Selenium

Scrapy

Request

Cheerio

Osmosis
Puppeteer
Apify
rvest
ESelenium

Kimurai

Goutte

High level of abstraction, easy to use in prototypical scraping
Able to access APIs and post to forms
Unable to access dynamically-generated context
Python Easy to learn and use {well documented)
Ability to automatically detect encodings
Much slower than other libraries
Python WVery fast and useful for simple extractions
Limited in the number of available features

thon Easily interface with dynamically-generated content; websites that
¥ Y y-B
generate dynamic content using Javascript requires a browser
environment

Enables automation of mouse interactions

Unable to leverage proxies easily
Python Amenable to use of proxies and VPNs

Useful for complex scraping tasks

Highly efficient (i.e. very fast) given its implementation
Javascript Useful to acquire the raw HTML of a page (static content)

Unable to handle dynamically-generated content
Javascript Requires numerous dependencies
Javascript HTML parsing, DOM, and request features

Fewer dependencies compared to other Javascript libraries
Javascript Chrome Browser automation software

A Javascript-based implementation of Python's Selenium

Javascript Complete web scraping framework

R An R-based library with features similar to BeautifulSoup
R An R-based implementation of Python’s Selenium

Ruby Scrapes dynamically-generated content

Supports proxy/user-agent rotation, request delays, default headers

PHP PHP implementation of conventional scraping features




The Essence of Web Scraping

Algorithm 1 Programmatic Pseudocode of a Generic Web Scraping Appli-

cation.
Input: set of URLs to scrape, u
set of patterns to match, p

Output: set of scraped data, d

1: import the scraping library

2: initialize the scraper

3: for each URL, u, in u do

4 for each pattern, p, in p do
5: use scraper to download the website content from w
6
7
8
9

extract the pattern p from that content
add extracted data to d
end for
: end for



Constant battle between Website and Scholar

Table 3 Eight defensive strategies to block web scraping

Defensive strategy Explanation

1. Defining robots.txt Explicit definition of how a website should be crawled by specific or all
bots

2. Banning IP When a large number of requests come from a specific IP address that
specific IP is blocked from future requests

3. Rate-Limiting IP Requests When an IP address sends requests at a rate quicker than humanly pos-
sible (milliseconds), requests are either returned slowly, rejected, or the
IP is banned

4. User-Agent Blocking When submitting a request, the “user-agent” identifies what browser is

making the request; a bot would typically have a blank user-agent field

5. Banning by Navigation-Based Sophisticated analyses of the history of a requester’s navigation through
Detection, e.g., eCAPTCHA a website filters out bot-based navigation. Most popular is Google’s
reCAPTCHA v3

6. Requiring Email Verification = An email verification step requires users to link their session to an email
address

7. Requiring Mobile Verification A mobile verification step requires users to link their session to a mobile
phone number

8. Requiring an API key For websites exposing a machine-friendly API, requiring a key to iden-
tify users 1s an effective strategy to limit resource usage




Outsmart the System

Table 4 Workarounds to defensive solutions

Defensive strategy

Scraper solution

Explanation

1. Banning IP

2. Rate-Limiting IP Requests

3. User-Agent Blocking

4. Banning by Navigation-Based
Detection, e.g., reCAPTCHAs

5. Requiring Email Verification

6. Requiring Mobile Verification

7. Requiring an API key

Rotating IP Addresses

Rate-Limiting Requests

Spoofing and Rotating User-Agent

Spoofing human-like cookies; paid CAPTCHA solv-
ing services; human-mimicking scraping library (e.g.,
Selenium)

Pool of emails: use of “burner” email addresses

Use of “burner” mobile phone number service (e.g., Twilo)

Rotating pool of API keys

A bot can spoof the requesting IP address by relying on a pool of IP addresses;
a few requests are made and then the IP is switched preventing IP tracking

A bot can implement a delay to its requests to mimic a human requester; at
times, a random amount of delay is used since a regular and identical inter-
val of requests is also detectable

A scraper can set the user-agent to mimic a given browser (e.g. Chrome) and
rotate to other browsers on each request (e.g. Mozilla Firefox)

The navigation history of a bot differs dramatically from human-based naviga-
tion; the cookies from a human-type session can be used to mask a bot-type
session

Either a pool of email addresses can be rotated through, or a paid service of
temporary/“burner” emails can be used

As it is expensive to maintain active phone numbers, a one-time use of a
“burner” mobile number & messaging service cheaply circumvents this
strategy

As long as API keys are free, a pool of keys can be generated linking to “dif-
ferent users”




Web Scraping in the Social Sciences and
Humanities

«  Offers (new) opportunities for research
- Different types of structured and unstructured
data

« A(relatively) simple process

Tools versus code
- Defensive strategies and solutions

«  Computational Social Sciences/Digital Humanities
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Sister city

From Wikipedia, the free encyclopedia

"Sister cities" and "Twin town" redirect here. For the films, see Sister Cities (film) and Twin Town. For the phenomenon of cities located close to each
other, see Twin cities.
A sister city or a twin town relationship is a form of legal or social agreement between two geographically and
politically distinct localities for the purpose of promoting cultural and commercial ties.[!)
While there are early examples of international links between municipalities akin to what are known as sister

cities or twin towns today dating back to the 9th csntury,[2] the modern concept was first established and
adopted worldwide during World War 11.214]

Contents [hide]

1 Origins of the modern concept

) Fingerposts in Oskarshamn, &
2 Terminology Sweden, listing its twin towns:
2.1 City diplomacy Middelfart, Denmark; Mandal, Morway;

Pérnu, Estonia; Korsholm, Finland; and

2.2 Twinning beyond cities and towns
Hibiscus Coast, South Africa

3 Europe

4 MNorth America

5 Asia

6 Africa

7 Linguistic reasons

8 Political significance
8.1 Termination

9 Gallery

10 See also

11 References

12 External links
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Legality and Ethics of Web Scraping

Erik Hekman
A Practical Approach to Web Scraping



What is your perspective on this?

Erik Hekman
A Practical Approach to Web Scraping
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Legal and ethical challenges

« Grey area in the legal field (Snell & Manaldo, 2016)

« Nodirect legislature that addresses it:

Copyright infringement

Terms of Use (Breach of Contract)

Damage to the Website
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Legal and ethical challenges

« Individual privacy
«  Organizational privacy

« Right of research subject




Ethical Dimension

Is Web Crawling or Web Scraping explicitly prohibited by the
website’s “Terms of Use” policy?

Is the website’s data explicitly copyrighted?
Does the project involve illegal or fraudulent use of the data?
Can crawling and scraping potentially cause material damage to the
website or Web server hosting the website?

Has the website sent the user a cease and desist letter, blocked the
user’s IP address, or closed access to data in some other way?

Does a website’s robots.txt protocol instructions significantly limit or
prevent Web Scraping activities?

Can the data obtained from the website compromise individual
privacy, rights of research subjects, or non-discrimination principles?

%
|

Can the data obtained from the website reveal confidential
information about organizations affiliated with the website?

Can the project requiring the Web data potentially diminish the value
of the service provided by the website?
Does the quality of the data obtained from the Web have the
potential to lead to ill-informed decision-making?

Figure 2. Legality and Ethics Framework for Web Scraping

2 July 2026
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Live coding
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Practical tips

« Pay forthe content

« Besensible

« Create a queue or list

« Use Selenium or any alternative

- Startlocally, then scale up (e.g. a cloud server)
« Save HTML files

«  Work in batches (scraping and extracting)

«  Try/except for missing elements

«  Use Multiprocessing

from import



Happy Web Scraping!

Erik Hekman
A Practical Approach to Web Scraping
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Questions?

Erik Hekman
A Practical Approach to Web Scraping
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